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Upper School Acceptable Use Policy

2005-2006 School Year


ASHNet Guidelines

The Academy of the Sacred Heart Information Network, ASHNet, consists of the computers, peripherals (printers, scanners, digital cameras, etc.), software, the internal data network, and the connection to the Internet.  These resources are intended for educational and administrative use by the students, faculty, and staff of the Academy of the Sacred Heart.

Access to the resources of ASHNet is a privilege accorded to faculty, staff, and students who agree to abide by this Acceptable Use Policy.  Those found to be in violation of this policy may have these privileges revoked along with other suitable penalties as seen fit by the School’s administration.

Individuals will use ASHNet for the support of education in a manner consistent with the Goals and Criteria of Sacred Heart Education.  Being connected to the Internet means that we are connected to millions of other computers and share resources with millions of other people and organizations throughout the world.  The Academy of the Sacred Heart acknowledges that some material on the Internet is not suitable to the educational purpose of the School, and everyone must understand and accept that access to such material from ASHNet is strictly forbidden.  

Appropriate uses of ASHNet include:  independent study, research, completion of school assignments, instruction, and the official work of the administrative offices.  

Inappropriate uses include, but are not limited to, the following:

· Accessing, downloading, or transferring any material that is in conflict with the educational mission of the School

· Vandalizing computer equipment

· Tampering with hardware or software

· Using someone else’s account or password

· Revealing someone’s email address or personal information

· Using abusive, obscene, inappropriate, or otherwise offensive language

Unlawful Use
You shall not use School resources in any manner that violates local, state, or federal law.  System Administrators may be bound to report such violations of which they have knowledge.

Copyright Infringement and Plagiarism
Much of the material available on the Internet is protected by copyright.  You shall not access, store, reproduce, distribute, or display any material including graphics, sound clips, music and data CDs, pictures, or text in a manner which violates the copyright of the material.  This includes plagiarism and unauthorized copying of electronic documents.  Most software is protected both by copyright law and contractual restrictions.  You shall not use ASHNet to create, store, transfer, or operate software in a manner which violates the rights of the holder of the copyright to the software.

Harassment
You shall not use the resources of ASHNet in a manner that is harassing to others.  This includes, but is not limited to, posting images or electronic messages that cause discomfort to others.  Displaying images, sounds, or messages on a computer in a public area, which cause discomfort to others in that area, is also prohibited.  Users shall assume that their electronic correspondence is the legal equivalent of publicly spoken or written words.

Privacy Violations
You shall not seek information about, browse, obtain copies of, modify files, or passwords belonging to others at School or elsewhere, unless specifically authorized to do so by those individuals.  If you come in contact with another individual’s account and personal information, you need to report it to a System Administrator immediately.  

Misuse
You shall not misuse the resources of ASHNet.  Misuse shall be considered the use of any resources that interfere with the School’s educational and administrative purposes.  This includes, but is not limited to, non-GroupWise email accounts, instant messaging, text messaging, forwarding “junk” e-mail, or excessive printing.  You shall be sensitive to the special need for software and services available in only one or limited locations, and give up your place to those whose work requires these resources.  Additionally, to ease network congestion: do not download large files and proofread before printing.   

Email

There is a heavy dependency on email at the Academy.  The weekly schedule, college counseling news, and important announcements are all transmitted though email.  Thus, students and faculty members are responsible for checking their email daily.  On campus, use only Novell GroupWise as an email client; no other email should be used  no Hotmail, no AOL Mail, no Yahoo mail, etc.  This is true anytime users are on campus regardless of the time of day.  The first violation of this policy will result in loss of Internet privileges for two school days.  Any subsequent violations will be dealt with on an individual basis.  Off campus, students and teachers are required to use GroupWise Webmail (https://webmail.ashmi.org), unless it is unavailable, when corresponding.  In the event GroupWise is not available, identify yourself by name in the subject line of any correspondence as email identities can be difficult to discern.
Computer Viruses
Viruses are unauthorized computer programs that may destroy or damage computer files on an infected computer.  You should be aware that a virus may be part of an email attachment or located in any file obtained from a third party.  If you have any doubts or concerns about the nature of a file or attachment, you should seek guidance from a System Administrator before executing the file or double clicking on the attachment.  If you are responsible for a computer becoming infected with viruses, or any other destructive code, you may be held liable for any resulting damage or data loss on ASHNet.  Virus protection is installed on Academy computers under a site license owned by the Academy.  The School will regularly update the virus definition list or provide users instructions to perform updates.  

Safety
ASHNet and connected information networks are “public places.”  You must always remember that you share this space with many other users and that your actions can be “seen” by others.  It is possible that outsiders are aware of all activities taking place while you are on the Internet.  When using the Internet and communicating with others, keep in mind you cannot see other users; so you do not know if they are who they claim to be.  Remember to exercise caution.  Do not give out your home phone number, your address, or any other personal information to anyone.  Do not give out names, addresses, phone numbers or information about any Academy of the Sacred Heart community members.  If you feel there is a problem, or you are uncomfortable with information someone is giving you, immediately tell your teacher, a System Administrator, or School Director.  You need to think carefully about what you say and how you say it.  Be respectful in all of your communications.  Remember that you represent Academy of the Sacred Heart when you are on the Internet.

Network Security
It is the job of all of us to keep the ASHNet secure.  Never share your account or your password with anyone except a System Administrator or School Director.  If you have forgotten your password or think someone else might have access to your account, report it to a System Administrator or School Director immediately.  The best way to keep your account secure is to have a difficult to guess password that you change periodically.  Should you discover any gap in system or network security, you must report it to a System Administrator or School Director immediately.  You must not exploit any such gaps.
Use of ASHNet is a privilege, not a right, and may be revoked if abused.  Students are responsible for behaving appropriately while using the School’s network just as they are in a classroom or anywhere on campus.  Furthermore, the privacy of any electronic communication cannot be guaranteed.  The Academy of the Sacred Heart reserves the right to monitor electronic communications within the building including Internet usage, email, file saves, and file downloads.  

Mobile Technology Guidelines

The Academy of the Sacred Heart is committed to the use of mobile technology as a means of extending and enriching teaching and learning.  All students who utilize laptop computers at school must comply with the following policies established for safety, security, and optimal learning opportunities.

Laptop Security
In the interest of laptop security, and with respect for the significant financial commitment that each laptop represents, the Academy of the Sacred Heart requires users to abide by the following guidelines.  Although some may argue that laptops are relatively safe while on campus, policies are in place to instill personal responsibility beyond school walls.  

· While on campus, users must have their laptops with them or locked in an appropriate location.  Laptops may not be left at school over weekends or vacations unless locked in a locker or approved secure location where they are not visible.  School personnel will pick up unattended laptops and secure them.  Uncared for laptops may be retrieved from the Upper School Office for a fee of $5 during lunch or at 3:15 PM.  
· Laptops must be stored and carried in school approved computer carrying bags.  This is an issue of security and safekeeping – it is important that bags containing laptops are identified by name to facilitate monitoring of unattended laptops and to prevent careless handling of a bag that another student may not realize contains a laptop.  Teachers have been instructed not allow laptops into classrooms if they are not in carrying bags.  
· Laptop components must be labeled with student names.  There is a fee for label replacements.  
· Students may not lend their laptops to others during the school day as machines are configured for personal use.  The first violation of this policy will result in loss of Internet privileges for two school days for both students.  Any subsequent violations will be dealt with on an individual basis.  
· Remain aware of laptop security when off campus, during weekends and evenings, and on vacation. Avoid leaving laptops or other valuables in situations that can increase the risk of theft.  
· If your laptop is missing during school hours, notify the Director of the Upper School immediately.
Downloading and Installing Software

Although users of Academy desktop computers and loaner laptops are asked to leave machines as they found them, the philosophy for personally owned laptops is quite different.  These users are expected to make such machines truly personal computers.  However, the Academy of the Sacred Heart recommends that users take great care when downloading files from the Internet or installing additional software, especially screensavers and any prompted downloads from the Internet.  There is a risk that these applications may not be compatible with existing hardware and software, or may carry destructive viruses and/or spyware.  
Please note that if a user experiences problems with her Academy issued laptop due to files that have been downloaded or additional applications that have been installed, the Technical Support staff may choose to re-image the laptop back to its original state rather than troubleshoot the cause of the problem.  Do not expect the Academy of the Sacred Heart to save, backup, restore, support, or accommodate any software or digital files installed, stored or saved on your personally assigned computing device, which was not installed by the School.  Students are strongly encouraged to backup personal files at least every term.  
Software Licensing

Users are allowed to load personal software on their laptops.  However, they are to follow licensing requirements for all installed applications.  This includes school-licensed software installed on laptops.  Software licensing agreements may require users to uninstall certain applications upon leaving the Academy.  Users agree to perform these uninstalls upon graduation or leaving the Academy for any other reason.   

Inappropriate Software

Some popular applications are inappropriate in a school setting for several reasons.  They may affect the performance of the laptop, they may degrade the Academy’s wireless network, and/or they may promote in-class distractions or cheating.  Chat programs, such as AIM and MSN Messenger and peer-to-peer software, such as Kazaa and LimeWire, are not to be used anytime on campus due to these reasons.  If such programs are installed for home use, be sure to disable such programs from automatically launching when Windows starts.  Furthermore, online gaming should not be engaged in during the school day.  

General Laptop Expectations

· The laptop will be treated with care and respect at all times.  Any undo carelessness and/or damage will be reported to parents/guardians.  

· Students must bring a properly identified, configured, working laptop to all classes unless a teacher specifies otherwise.

· Laptops may not be used to make sound recordings without the consent of all those who are being recorded.  Furthermore, sound must be turned off while on campus, except when it is being used as part of a class.  

· Unless directed by a teacher as part of a class, the use of headphones to listen to music or DVD drive to watch movies is prohibited during the school day as such activities interfere with the building of community.

Disciplinary Procedures

Users should understand that use of Academy of the Sacred Heart resources for network, e-mail and Internet access is a privilege, and that their continued use depends upon observance of the policies and guidelines outlined in this document.  Violations of this Acceptable Use Policy will result in disciplinary action deemed appropriate by School Directors such as loss of privilege to use ASHNet for a limited period of time or permanently.  
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Acceptable Use Policy Agreement
2005-2006 School Year

STUDENT

I understand that student use of laptops at the Academy of the Sacred Heart is intended for educational purposes in a manner consistent with the Goals and Criteria of Sacred Heart Education.  I understand the guidelines set in this policy and will abide by them. I understand that any violations of the above policy may result in disciplinary action, such as loss of privilege to use ASHNet or the revoking of my laptop privilege.  I also agree to report any violations of this agreement to the School administrative staff.  I, the student, accept responsibility if I violate any of the above policies and guidelines.

Student Name (please print): _______________________________________Grade ____________________

Signature: __________________________________________________ Date: ______ /_______ /_______

PARENT OR GUARDIAN

As the parent or guardian of this student, I have reviewed the stated policies with her and she agrees to abide by them.  I understand that student use of laptops at the Academy of the Sacred Heart is intended for educational purposes in a manner consistent with the Goals and Criteria of Sacred Heart Education.  I understand that it is impossible for the Academy of the Sacred Heart to restrict access to all controversial materials, and I will not hold the School responsible for materials acquired from the use of the laptop.  I accept responsibility for supervision when my student’s use is not in a school setting.  I hereby give my permission for my student to use the laptop available to her while attending the Academy of the Sacred Heart.
Parent or Guardian Name (please print): _______________________________________________________

Signature: __________________________________________________ Date: ______ /_______ /_______
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Acceptable Use Policy Agreement
2005-2006 School Year

STUDENT

I understand that student use of laptops at the Academy of the Sacred Heart is intended for educational purposes in a manner consistent with the Goals and Criteria of Sacred Heart Education.  I understand the guidelines set in this policy and will abide by them. I understand that any violations of the above policy may result in disciplinary action, such as loss of privilege to use ASHNet or the revoking of my laptop privilege.  I also agree to report any violations of this agreement to the School administrative staff.  I, the student, accept responsibility if I violate any of the above policies and guidelines.

Student Name (please print): _______________________________________Grade ____________________

Signature: __________________________________________________ Date: ______ /_______ /_______

PARENT OR GUARDIAN

As the parent or guardian of this student, I have reviewed the stated policies with her and she agrees to abide by them.  I understand that student use of laptops at the Academy of the Sacred Heart is intended for educational purposes in a manner consistent with the Goals and Criteria of Sacred Heart Education.  I understand that it is impossible for the Academy of the Sacred Heart to restrict access to all controversial materials, and I will not hold the School responsible for materials acquired from the use of the laptop.  I accept responsibility for supervision when my student’s use is not in a school setting.  I hereby give my permission for my student to use the laptop available to her while attending the Academy of the Sacred Heart.

Parent or Guardian Name (please print): _______________________________________________________

Signature: __________________________________________________ Date: ______ /_______ /_______
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